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Revised Ex
Establishin estrictions on the
Intelligence Agencies

Transmitted herewith is what I hope will be the last draft of the
executive order establishing restrictions on the intelligence
agencies. If you have any problems with this draft, please let
me know immediately, but in no event later than COB Tuesday,

QOctober 21,

Thank you.

- Attachment

INSC review completed.|
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EXECUTIVE ORDER

———tr .

ESTABLISHING RESTRICTIONS ON FOREIGN

INTELLIGENCE AC TIVITIES

Previous guidance on the relationship between the intelligence

.agencies and United States citizens was unclear. This order

clarifies that relationship by detailing those activities which are

prohibited. Without setting'forth all restrictions under which

foreign intelligence agencies are obliged to operate, nor derogating
from any other laws, rules, regulations, or directives further
restricting the activities of these agencies, it is hereby orderéd

as follows:

SECTION__I_. Definitions. As used in this Order the following terms

shall héve the meanings ascribed to them below:

(a) '"Collection" means the gathering and storage,
or the gathering and forwarding, of information.' ‘

(b) "Domestic activities' means ac:tivities within the
United States.

(c) "Foreign intelligence’ ‘means information, other than
foreign counterintelligence, on the ca.pa.bilitigs, intentions, and
activities of foreign nations, organizations or persons,

(d) '"United States citizen" means United States citizens
and other persons who have been accorded the Iegal rights of United

States citizens.

Approved For Release 2009/01/27 : CIA-RDP78B02992A000100070020-9



Approved For Release 2009/01/27 : CIA-RDP78B02992A000100070020-9
2

(e) '"Foreign counterintelligence" means
activities éonducted to protect the United States and United States
citizens from foreign espionage, sabotage, subversion, assassi-
nation, or terrorism.

(f) "Incidental reception" means the receipt of in-
formation, whose collection by an agency is otherwise prohibited
by this order.

' (=) ""Foreign intelligence agency' means any depart-
ment or agency of the United States government, or component
thereof, which is primarily engaged in foreign intelligence or foreign
counterintelligence.

SECTION II. The following activities shall not be conducted either

by any foreign intelligence agency or by any other department or
.agency in pursuit of foreign intelligence or foreign counterintelligence:

(a) Collection,l evaluation, correlation or analysis, of
information concerning the domestic activities of United States citizens;
provided, however, that nothing herein shall preclude:

(1) .the collection, evaluation, correlation and

analysis of information of foreign inteiligen.dé or foreign counterintelli-
gence interest derived from public sources; or

(2) the collection, evaluation, correlation and

analysis of:
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(i) inforrﬁation on current or former
employees (including employees of other
Federal depaftments or agencies detailed
for service with thé foreign intelligence
agency- and military personnel); applicants
for employment with such agency; voluntary
sources or contacts or individuals who in
good faith are reasonably believed to be
potential sources or contacts; current and
former contractors and current or former
'employees or applicants for employment by
such contractors; and all persons not in-
cluded above who must be given access to
classified informatioﬁ or information which
could disclose foreign intelligence or foreign
counterintelligence sources and methods;
provided, However, thaj; the same is done
only in acc.ord“a.nce with law and by aufhority
from the head of such agency to d‘ete‘rmine
the fitness of such persons to become or re-
main associated with such agency or to have
such access, or in the case of a voluntary

source or contact, to determine suité,bility

or credibility.
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(ii) information about a United States
citizen who in good faith is reasonably
believed to be involved in international
terrorist or narcotics activities or work-
ing in collaboration with a foreign nation
or organization, but oniy iif the information
is collected abroad or from foreign sources
in the course of an authérized foreign intelli-
gence or foreign couhterintelligence activity

in the United States,

(iil} Foreign intelligence from United

States .citizens provided on a witting and
voluntary basis., The foreign intelligence
agency sha.il disclose its identity when
seeking such foreign intelligence within the
United States from United States citizens.
When collection of foféign intelligence
Withiﬁ the United States results in the
incidental receptiox.i of information from or
about unknowing United States citizens,' -how-

ever, the receiving agency shall be permitted
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to make appropriate use of such infor-
mation as permitted under this Order.
(iv) Administrative information of the
kind customarily developed and utilized by
most departments and agencies of the
Federal government.
(v) Information provided by another Federal
Agency which had been lawfully compiled by
that agency in furtherance of its authorized
mission and responsibility, when such infor-
mation is provided:
(2) in furtherance of the authorized
mission and responsibilities of the
receiving agency; '
(b} in good faith under a reasonable
belief that the information is relevant
to the receiving agency; and
(c) under guidelines and proceciures
issued by the Attorney General designed
to ensure the protection of the constitutional
and statutory rights of United States citizens.
(3) the transmission to any law enforcement agency
with appropriate jurisdiction of any information concerning criminal
activities that is received through incidental reception.
(b) Physical surveillance of United States citizens except
to the extent that such surveillance is accordance with law and is:
(1) Surveillance, upon written approval by the head

of the foreign intelligence department or agency, of individuals currently
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or formerly employed by that agency, its present or former con-
tractors, or such contractors' employees, for the purpose of
protecting foreign intelligence sources and methods from unauthori-
zed disclosure; or

(2) Surveillance of a person involved with

the persons described under subparagraph (1), or foreign nationals
in the United States in connection with foreign intelligénce or.counter~
intelligence. operations, but only to the extent necessary to identify
such person.

(c) Electronic surveillance of United States citizens
except in accordance with law and under procedures approved by the
Attorney General, |

(d) Testing of electronic survéilla.nce equipment
within \the: United States except in accordance with law and under
procedures approved By the Attorney General.

- {e) Any opening of United States mail ér examination
of envelopes except in accordance with the provisions. of United

States postal laws and regulations. -
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(f} Access to Federal income tax returns or tax
information except in accordance with statutes and regulations..‘

| (g) Secret infiltration or participation in any organi-

zation of United States citizens for the-purpos?. of reporting on .
1t
| (h) Experimentation with drugs on human subjects,
ex‘ce%pt with the informed consent of each such human subject and in
acéordance with the guidelines of the National Commission for the
Protection of Human Subjects for Biomedical and Behavorial
Research,

(i) Operation of a proprietary company on a com-

'mercially competitive basis with United States businesses excépt

- to the minimum extent necessary to establish commercial credibility.

No investments by a proprietary company shall be made on the basis

of any substantive intelligence not available to the public.

SECTION III. Nothing in this Order shall prohibit the retention of
information collected in violation of this Order as required by law

for possible court action.

SECTION IV, No foreign intelligence agency shall:

(2) provide services, equipment, personnel or

facilities to the Law Enforcement Assistance Administration or state
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or local police organizations of the United States except as lexpressly
authorized by law; or
(b) participate in or fund any law enforcement activity

within the United States except as may be authorized by law.

Provided, that this prohibition shall not preclude:

(1) Cooperation between a foreign izitelligence.
agency and appropriate law enforcement agencieé for the purpose of
protecting the personnel and facilities of the foreign intelligence
.agency or preventing espionage or other criminal activity related to
foreign intelligence or foreign counterintelligence; or

(2) -Provision of specialized equipmept or

technical knowledge for use by any other Federal department or -

. agency.

SECTION V., Foreign intelligence agency personnel may be detailed
elsewhere within the Fedez;al government as authorized by law.
Employees so detailed shall be responsible to the host agency and
shall not report t.o their parent agen;y on the affairs of the host
agency except as may be directed by the host agency. The head of
the host agency and any subsequent successor shall be informed of

the detailee's association with the parent agency.
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SECTION VI. Nothing in this Order shall prohibit any agency having

law enforcement responsibilities from discharging such responsi-
bilities pﬁrsuant to law. Nor shall this Order apply to any

activities of the Federal Bureau of Investigation.
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